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(57) Abstract: 

PURPOSE: To prevent an illicit access by making it 
possible to judge that an object to be accessed is a 
permitted opposite party and further changing 
information specifying the permitted opposite party 
every time an access is performed. 

CONSTITUTION: When a host computer 10 responds 
when an access is performed from a terminal 30 to the 
host computer 10, the user name and the password for 
an illicit access prevention which are preliminarily 
assigned to a terminal are transmitted to the host side. 
The host 10 investigates whether these match with the 
matters registered in a storage device 11. When they 
match, a connection program is started, and the terminal 
identifier and the access sequence check data(ASC) from 
the terminal are received. These and the matters 
registered in the device 11 are compared. If they match, 
it is judged that the access is not illicit access, new 
ASC data is generated in the host 10 and the data is 
transmitted to the terminal 30. A ciphering processing 
is performed for the data, it is transmitted to the host 
10, it is restored, and it is compared with the new 
generated ASC data. When they match, a desired 



program is started and a desired processing is performed. 
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SfrASC: 



(2) 

1 

[#fF«#©$5B] 

1 1 a««*fir^ L-ca*©a«iSB*s5:v'> 
te©a«s^fc©f*— *a«*r»wi-ssMBte©aflras 

#at. 

fcfUW Lfc«^fc*l§l©a««»lca««rfn«r*-5t& 

^m^mxmm Lfc^B*Ki§SBte4**r©#rfc*» 

20 

[W*3I2] MlBjgfMlJSfeS^ ttfflMHaffi3&B& 

©ra -ex— ^ iift «rir rt-t 5 i 3S« i-^o^ffBrif 

affin*6ti%:ftfflE s *BfTO«*fiWN#a»::«w© a ^ 

ftfemmmm^&t, 30 
ttw^wwiSB^a^owiB g sbk***©*?*!*^* 

<t 5 £ t ©aft trff n-r s je£r#^fF 
T*««*g^-&jE«w*£«#ai:» 

[st#3i3] iWEaffinffpr^aw:, 

(3 ©^yag^^-i^SU 5 ''**!?-- K^fi;*^ 
lS*a-f*at^^ 17 - K^*S#teKijB«i«3SB 

i-g^wfBftx— * am x a tc*j if 5 x— * am*- 

S-eJioT, 50 
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»«a«*BJ: OKJBttflUaflHSBK^feSMk^nrv^ 

sttfimniaflr sb i ©iB©afli«:fFW-r*#3an : pr* 
{Hi»Bictt# $ n^ati srfF^-r^ * te©aft i£«&© 
b-cjwieiett«a«KB»!iS6«i-sH*Ht« 

ttreettiH&BK: J: 9 WEJ^«il&«lS^iS«£;fcfc 
WB^KHWSIBte^O^fc^WjeWWWftfrftlilCl* 

itri^i^«a«»B«:Kii»^is»«««a6firxe-ea6 

©Bt-wtflMi-e* * m^mmmnbmms t ©aft 
«r-r^.a«fFHr#at r. 4: tSf-;? 
aw^jsfeo 

[»M©»JIB*RM1 
[00 0 1] 

ir-^aft^teJ-IHU «*.tfIH«IPISr^b-C9'-^a 
•ft-rs ^©^FIET 2? -fe* Sr^rSfttwBSJh *imt£7*— *afl 

>;*^ art*?*—* mmi>feKM-rz> t ©-e£>-5 0 

[0 0 0 2] 

[^*©i£«] jfi^, =>>-tr»-^Bfli*Sllf^»au, 
^#Mbi«um i^ssk * Hfcit WLt&wmmm ©^- ^ a«# 

[0003] r©<t ^iz^^m^^^mtkvx^ 

[0 0 0 4] 

r©5S©^^'7 1 ^^c*5v^rtt, A^2p-ea^b 
©i*s^-efc5fc«)» ^5v^#3. y x>f t£fa 

— K^jinTv'^7 1 ^.'-©^:r£'SA : SrSltrv^c t LT 
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10 0 0 5] 

o it v ^ % r. ©*n ^mk^ni t £ r 

[0 0 0 6] fiP*>, a«IR#«r^LTlj*©»«S«a* 

A^»«i5*irfc^4< t t>ttifiiMBiatt3£iB£. «&©a 

f? ©a«£«»^^*«fc3Mrf3#j^^iw^« 

^a t , ttwfiw wtimsft^a-cgft bfc#3£fp 

tt$ i ©*uaj#aa*sflj bfc^fF^rit *as mr 
©jWfcfewzaff^rwwfcja-u-csfjecBffHHb^rjsic j: 9 

Lfc«fc*WJ^W*#©l«*fb«*-t?*>o*:»^fcW 
CiSIMHIglE t ©iim SrfF^T-f * il«fF "T^» i: fcfll *. 

[0 0 0 7] ^bT^JAtfStllESttiffifl^BI-, ^MttfiiJ 

affile t © ra -ct 1 - * am ft fff bt-t -s g k*nt © 
mmMimcffinz g sievire^^^attftgr© g SeB 

K^©»^^««*TOEtJQB»«»11Ka6flH"*'» 

^timsHt^ai:, K#^w*^«#a-c©tfiEe^« 
ic»*©«fjaff^r«*sraHi*fcsse>*fc< a«fc&t 

«Hfc*jf*-©«fBBttiBtli«*«J!iJ: 5 g^V t ©ii«ft 
aSr9f^©Bff#'fb*fe^S§oTBt#'ft; LTfftlElfeglj&i&il 

[0 0 0 8] JEfc. M*.fcmT©«J*«r#*.S. flPfcs 
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[0 0 0 9] 

wfcSrHWrartfifcU HfcT^*^©«*!WWK*«raE 
35i-Sii:lcJ:0, ft J: 9 ©^IT^-fer^ftBSCt*^ 

10 [0010] 

[Hlfe^l] 0Kfc#JRLT#»Wfc:«a— saws 
Sr»*ifcRW*-5. H! 1 tt*»HKfll5— *««©»« 

v-X7=-A©fflF^Jft^i-|H-CfciJ, 10l4*^h 
=J^t°a. — * N llli^hnyfa-^lOliftt. 
frfcJB*»1t-C*> 9 , £©»«&* 1 1 I*** h 3 vtf 

^— * i o©rt«;*^y^aiE«sm^£^-cv\ 
•5„ 2 o li*^ h ^ y l o ^Mi 7 o 

•fS^ef'A-efcSo *43 x iaiT?tt<2t*S9 7 0tcjiio 

®*fA2 Oft^bT^^^TV^^H^brVNS 
20 #\ ^©^7*^2 0 fit •&*>©-?»>£< . T^-fe 

*JB**Wft««fcj« cr*«©ia«ift^br«s*iHfc» 
«ts*t, wia*MR^©7*— ^afli^wte**7*AS:<t*. 

mt(otz.isb. ft* h3>t°3.— ^ i 0(-*3v^rt,^ig(Hi 

[0011] 30 70^ ITiOlffgf, 

h=* yf^- i o^4s*5 omtf— 
tc-dx. e>nfciBi»^e, 4 0 raiss* 3 0 ft^nmq 7 0 ic 

30 fflgttZ>* ; rJ*-ejbZ>. Hf-, 5 0 ttffi©iiftiS*-Cfc 
S**, 6 0 «SS* 5 0 &2:$tm 7 0 \zmW^T^y : 
■A, 7 0 9 , ^^ISlHl^ffl^ ISDN0 

i»ag^©tFLffliHiitftj»i#ss©st'efc«a»cT^-fe^Brti*iffl 

TfcO, lUiSS^PS^^n-5t.©-e^V\ 
[0 0 12] ^©^ft^fx.5**^©^^^^^ 
«S»S*ui7*--^afllSrff 5S«©-«WBj*f!ISrH 2 (c 

40 *, 9, flh©*B«^SS*«*©«J«ftfll*.TV^5ii:B: 

^jgft-cfo^o l2l2{c*5v^T. i o i «m 2 {c*-r*3ijte 

MSf^©*Plr5|?.CPU > 102liCPU101 
©S^T'n ^7*9 A^ffiS^^^ p< — *^£!E«i-5 R 
OM> 1 0 3(iCPUl 0 If ^Hfftfio/n^AiD 
-gB^a^ig^ft— B#fE1g-r 5 R AM, 10 4 «iftf^ 
#asa«*«fc»f^**Sr7^-f5»«^ 10 514 
Slf^fg^^aSiflf Sr**i-5*^IS N 1 0 6«toS 
ftW^-rSW^SC, 1 0 714-^*^7 0 k<D-J^ 
97^—** z e\Z>\B\mL'(yf7x.—x^ 120I4<^*^ 
50 7 0 k<0<{ xX-h&fflfflWmm&ffiZ.&'t'r 
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5 

a i 2 o ttini*jc^^ftiaiift*K#»^-efc6 0 

[0 0 13] ft{cK±©«fiESrfl|*S*lllll£ffil<0^^ h 

i o*s«*sia«3SSi i<o** hr^t 

^ * * «r if pm- * £ x v * ^ o 

— ?*«fc^«)ty9^-ce>nrv^s^— 1 srwsk 20 

1 8 fc*t«#JtTW5aT&*frv^5^^l7 — 
Kl ^XTt^x&ffpS-t^^—^fttdtf 

3e»fc«f»:<D^3i^^ •^-^-efe*?, 2 

[0 0 15] 3 0) # 

*<OlEttrt*<O0!lSria4^*-ro 0 4^*51^ 3 2li 

^^7rA, 3 3ftiffly7 hS^X ^ 

[0016] 34 tt«5l^Uffl#*S«fll't-6#«© g ttJSU 
yn^A-CWT/U^yay/P^^ 35B 

h=F^t"rL — ^ 1 0^T^-fe^-T*R<O#S 40 
[0 0 17] ^©SB^WSU^S 6 fc^tCfcoTV^AS 
f 36 i m Zffimmi}* l Sic^^oTV^ASCx 

* SrBH-r 4 r »imxhZ> 0 50 
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[0018] m4-?\±z.<Dmm 4 gm j ?—*m3 5 

«fcjS CT^-TSiB^WBiJ^i: A S Cir-^ S^{£/a-r 
[0019] &±<Dn&&m^&fcnm$mmi/*7 L J* 
3 0) £vi&<di oifist 

[0 0 2 0] W*.tfS»*3 0 h^vt"^ — ^ 1 

— ^ 1 OSrT^-fe^-rsffl^SrA^i-So ^^^AA 
SrSftfc*B*3 0<OCPUtt, Jbi£b/tai«y:7 
73 3«SrfflV^TIlli»>f ^Sr^bT j e'7*A4 
0 3 0 ^7^ 4 0 ttlUiRliiiSflt/W— ^SrJg^ b 

^.-^ 1 0^W9aTe>*tTV^S«lS#-g-^»JK-rs« 
f£#-^fI^-^[U^(c3IIWbT^^ h^t^— ^ 1 OS: 

[0 0 2 1] r<Z>*4^*JIH7 0lii5ie>^T< SI1IS## 
O^iS^-T-6^. hnyfa- ^ 1 0 £<DfS-C<£>X 

[0022] rcD^.— if^s^^^y— nM<omm 

tt. rr:^ffl#*»fP«J:5AAi-S«K»jaiLrt> 

if«fc^^!7— Kcoanfitt. ^ 

^i*bfcfUffl#J:9©«*AA^J:fe*imtf3fcb 
[0 0 2 3] ^^f^i:^ 1 ;- K^S«b/c^^ 
a— ^i^!7— Ki:-&Srr6*^^SrW^*o ^b 



7 

[0024] * ltibis^b 1 1 tom^mwf^n i 

{trS«SttTVN4ASC^— ^SrR^fflU R*HJL 
Tt^ASC^~^£^T^fb;ft/r< 9 £>g 

«ASC^~*£&jt«i-5 0 ft*5, ::-e, **h=i 

Sfrfc A S Cf^^ fc#*A*i-* X o KWft tt fc X 

v\> 

[0 0 2 51 ^<0«B*«a7*— ^£&1 4^(OSRAS C 
1 OW^ifffcftASCT*— **dferiSU-cr©3E*fbfcA 

sc^-**«*«iK:a&frt-& 0 *bTiW/tftAsc7* 20 

[00 2 6]lrfc*ASC7^ (SCIUfcflKfll-rSAS 
Cf^-^) Srg«Lfc**tt, ^^ftlfcASCr- 

*fc»LTgiW&z>*;* h^yta-^ 1 0 toffcSt*? 

^&fcfig^fbtoa£;&U WHHfcA S Cr-^ b 

tTffcft A SCt^ SraSfrr * <t #K r. OBf-f-ftM 
CDASCx— ^^|StS^3 1 CO^W^-^^(-ff 30 
fc*ASCr^i ltgif^ 0 
[0 0 2 7] r <DR£-^fb £ ftftj&r A S C 9 L 

fc*;* h^^t°zx— ^ 1 o-cra, ^<oB^kAS c^— 

* &5ctf> A SC^*-* Kittle U ^TcLfcAS Cir — ^ 
iftl-a6o>t*ffc*ASC7*— ^iftJttt-r* 0 ttt 
SAS Ct*— *#«Utjfctf, «V^r«|fll#K*5S«B* 
J^^-t^AAfrflELT, »fp»*j:!)3.-f«tA 

* 1 0Kasfc*jc«v^rfUffl#fc^i7- H<DA*«r 
flS-^o *UT?(Jffl#<t 9jELV^^r7— KdSA*$^5 40 
iaES^^^ — ^ l 0(CT^i?^S:f|Fpr$^ 

[0 0 2 8] 3fc*5, ±3«<Oaim»J«I^JIIS»c:*5V^"C, 
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[0 0 2 9] ffi^J: 9*;* h^>t°~-?tcmWt(Dfcfo 
flMW»flt"T?*>S*-x b^ytv- 9 1 Of*. 561*^7" 3^ 

id <**H«im 1 ds 

*SrSHSi-5o ttW^^S2-eiB*J:!)<ojS*l 
DCOgfl^r^W-r^o 0f«l*(B^iftiiaLTt>**IDdS 

[0 0 3 0] 5 DS*(OSfl 

TiS«S^fc«*I D^SW-t-Sfc^y^^S 5 2\zM 
!BtSSfi3 1 Offi^a^— *SB3 5Sr*SRLTS 
MW8I^|^fcSft?>Wc«»Jf (3 
6) ^WfflU S*lDitT^xb^ytV-^i 

ASC^-#»**sg«StbftV^l»^fcH:^y2y^S 5 
[0 0 3 1] ^t^^^S 2-eS^i;*9^^^^ P S 5 2 "C 
^^S3 ^ Jt*. I5ffi^« 1 1 ©JB***^ — ^ « 1 

^Sr^aib, «s^s«*»»j^ab*bii«5R«fcAs 
ffiauTtAsc^—^^sflrsjxfev^ii^fctt^^y 

[0 0 3 2] «*3 Ofi^^^^S 5 3 7?*;* bftiJJ: I? 
5^e>ttT< 5 A S C^?5*ftgflt5 i: ^ / S 

ASCf^rafflU ^h^y^-^iora 
frr^o t LT^f j'^S 5 5tf fc4AS Cf-^O 
a««rK«i-5. jJffiNFlB^iRiaL-CtiWfcftASC^ 

[0 0 3 3] X^-/^S 4"C^*3 0 X V (OAS Cf— 
?&§:m Lfc*^ 1 Ott, JR<^7 t 2y^ > 

S 5 T?BE«3S« 1 1 OMSjfc'ffST*— 1 4 (c*&*fi^tt 
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tfc A S Cr-^ i ^-StS^S^ mbtiXZfcffi 

* I DMASC7- ^j&SjELlvr— SrW'* 

J&ttttTSftSjh/TV^SASCx— * fc, r^-C^ffL 

[0034] r<oii^K«ffi(cr. ore^^^A 

* i D^^s^a^wu^i^jfiftH-ra^s^T 
t^AScf-^^, rr-cgf L^ASCt-^^:^ 

— K^Sii^tt^^S 6 Kit*. #rfcfcifc<©:r^ 

t^m^t^^ASCf^-^^Mt^o ^co^fyh 

- ©**©»**<0-o0«J|[S:Sr3«R UT#f * A S 

[0 0 3 5] ftWr^j^S 7^«fcfcMLfcAS 

■t-ffcbTffil^fiRAM*^— Nf|E«LT*5< 0 ^tt^ 
x^^S 9tfi*3 0 <fc OBS^fcASCr- ^/^£>*l 

[0 0 3 6] — & s **ry-7S 5 5Wr^/S 7 7?* 

* HBO* OiSWS^S^ffc/jrASCT*— ^ (^HKcffiffi 

7$ 5 6^Sfitfc*ffcftAS Cx — ^Sr|Blt^«3 1 
<0ffi^S^-^a5^/c?SA S Cr-^ £ LTlgf 
3 0 §{f LfciJffc/jiAS Cx — ^M*tLT 

WHHfcAS Cf- h=3^b°^-^ 1 oic^ft-r 

5ASC (T^-fe^ • <>-^^ • jE?ffj|*T 
«#«rfift bTASC»T^8:*fifU 3lft«V^T^ 



(6) #i¥7-2 1 2 3 5 3 

10 

[0 0 3 7] — ^x^S 9-C«a*ffl!JJ: t)^^^^ 
S 5 5"C26fS*tbfcBf^kAS Cr- ^SrSWLfc*;* 
1 *fc< ^x^S 1 0-eS«L 

fcBS^kASC^— ^ t^x^S 8t?R|N§->ffcLfcAS 
Cr^-^ ^ ^-StS W^^c SASCf^ 
ft-rtutf A S C jE»»Tfi-g-Sr2|{i LTT ^ £ 
lf«r£«*nU ASC^T^SSr^fir-r^o ^LWf 

/S6 1 ^^<Z>^— ^SrSfef^ffl^J; 9JB^AAi- 
5c !P*dSA^S*bSi:«S*3 0 ttAASttfc^-— 

if**:*;* v^isv^—? i 0Ks&fii-s o 

[0 0 3 8] ^xs/^S 1 3t^O«*J; 9 cO^l— IF* 
SrSfibfc^^ ha^tTa— ^ 1 ott, 1E«««11<0 

S»Si^'rv^5r irSraiRLfcft^^^^S 1 4 

20 ^Srgttfcffl^ffiiJ-e^^^^s 6 2T?m7*n&X)s<* 
V— KOA*S*HBSr**i-S 0 
[0 0 3 9] r©*^SB<0**SrfltBbfcfUffl#tt % ^ 

^t^o ^^!7— KdSAAS*T/SfciB*3 OttAAStt 
fc^>^!7— K h^Vta- ^ 1 0tc2HffU — X 

[0 0 4 0] — ^xrv^S 1 5-?fflm&9<Ds<XV 
30 -K^Sff bfc*^ hnyta-^ l 0(1 M< *"ry 
^S16 TffflftflT^ 1 7 tO^-f^XU 1 ^ 
^57— Kfc-Stt-id^^SrWWU SWLfc^- If* 
^t^y<^ 17— K^ffl#«ffl'7 !r — ^SfP 1 7 ^<D^.— 

f***^^^— KdSffiffi^taT*— 1 7 <p(D^— 

40 sf^ia*, 3 Sim 9 is-f-o z.<DWT7£mmmy&is 

^g|Sl 7^0^-— lf*^^°X!7— K£— §fcLfcV*»^ 
[004 1] U±WlW Lfc«^*|gjfi«|(c J:tttf , 
©SI A S Cf-^ r <b J; flft«t9^ 
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[0 0 4 21 

WW©**] ^±mm^tcm^^m\cxiv\i, mm 

So 

[Ell] Hltt^Wfc«5— *16ff!l(Da«i/^^A<o 

im2] #mmffl<Di/x9'j±\cmm£thz>7*-'?mm$: 

IB3l *HJfiW«>^^ b^^^^MixSlElft^ 

[El 4] *^l»OT<D«*^^siBltSI«^*3{t5^^ 
i~EI"CfcSo * 
[Ell] 



20 



12 



* [Ei s] #mMm<D^—?mm&'t-<£mm%Mfz>m 
^(omimmmu &m-t m -c & s 0 

[El 6] *^^J(c*5itST^-t:^W>&^O^JW^^-r 

[El 7] *Jlig^!l^*5(t5T^ir^5B^(D^JW^-r 
^n— ^-y— h^feS 0 
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1 0 sfc* h=iyt e a-^ 
11,31 |B«^m 
20, 40, 6 0, 120 

30,50 

7 0 £tdfefll 

10 1 CPU 
10 2 ROM 
10 3 RAM 
1 0 4 3&ffr$ 

105 **as 

1 0 6 HtfjfcB 

107 ^7i-^ 

[EI2] 
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[03] 



n 



12- 



13- 



14- 



17- 



IB 3 



16 




16 





ASC 7-9 




ASC 7^-? 






18 19 

5 S 















31 



32- 



33- 



34- 



35- 



[04] 
* 4 



3d 

_L_ 



37 



[16] 



[B5] 



I5g 



ASC 5 s -;? 



mmt * tiKtt asc 



-^X7- KA*J 



ft B H , 



SI 




I )BASCr-»«Vfig 



S8 




Asct*7*affl 




ASCfW&fg 




lYE S ^ $56 



fiASCf^Bfir-SHt 

1 > 



S57 



S58 



Ascnrifls 
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[E17] 



S12 



JL 



SI 3 



i JL 



SU 



SI 5 



s<X*7- Kg© 




1 



S59 



S60 



S61 



S62 



S63 



/<X7-KA* 



